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1	Decision/action requested
This contribution proposes some enhancement and clarification for scope of virtualized network product security assurance study.
2	References
[1] S3-210774,  3GPP TR 33.818 v0.a.0, " Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS)”
[2] 3GPP TR 33.848 v0.6.0, “Study on Security Impact of Virtualisation”
3	Rationale
Proposed enhancement and clarification for scope of SECAM SCAS.
4	Detailed proposal 
[bookmark: _Toc57022362][bookmark: _Toc57018698][bookmark: _Toc63357129]4.2.2	Scope of a SECAM SCAS
The Security Assurance Specification (SCAS) for a given 3GPP virtualised network product class provides a description of the security requirements and associated test cases. The SCAS for a given 3GPP virtualised network product class defined in clause 4.1.1 is described below: 
-	For type 1 (implementing 3GPP defined functionalities only): the SCAS provides a description of the security requirements and associated test cases pertaining to 3GPP VNF and security assumptions of both the virtualisation layer as well as the hardware layer (e.g. hardware platform as described and required in TR 33.848 [9]). 
-	For type 2 (implementing 3GPP defined functionalities and Virtualisation layer): the SCAS provides a description of the security requirements and associated test cases pertaining to 3GPP VNF and Virtualisation layer together and security assumption of the hardware layer (e.g. hardware platform as described and required in TR 33.848 [9]). The security assurance requirements on the interface between 3GPP VNF and Virtualisation layer is only applied in decoupling scenarios.
 -	For type 3 (implementing 3GPP defined functionalities, Virtualisation layer, and hardware layer): the SCAS provides a description of the security requirements and associated test cases pertaining to 3GPP VNF, Virtualisation layer and hardware layer together. The security assurance requirements on the interfaces between components of type 3 are only applied in decoupling scenarios.
Based onSame as SECAM for 3GPP physical network products documented in TR 33.916 [2], evaluations performed in the past remain valid as long as the key issue on “Test isolation and assurance” identified in Clause 5.9 of TR 33.848 [9] can be taken into account during the SECAM for 3GPP Virtual Network Product development phase. The environmental assumptions which are contained in SCAS of 3GPP virtualised network products will be validated during product deployment and it's not part of SECAM. Regardless of whether SCAS evaluation is applied to Type 1, Type 2, or Type 3 of virtual network product, it is unlikely that any vulnerabilities in either the virtualization layer or hardware layer can be uncovered during the evaluation due to the fact that the current methodology in testing treats each type of a virtual network product as a black box. This makes it critically important to clearly identify the security assumptions in each of these types of virtual network product.

